Safety Tips for your Computer

Protecting:

1. Your Privacy
2. Your Money
3. Things Cal Poly has entrusted you with
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e Step 1 - Trust your computer
o Step 2 —Trust your destination
« Step 3 - Access secure sites

Please Login

The resource you requested requires you to log in with your Cal Poly User Mame n
("jdoe@calpoly. edu”) and Passward. |

Cal Poly User Mame:

:F.d |_ E | Inkernet

Login | ‘

| |
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Questions to ask yourself to protect your personal privacy, data for which
you are responsible and business processes to which you have been
entrusted

Do 1 trust the . Does the site
computer l am § e f have security
using? S ’ | {LDCHED}?

Examples:
My friend's camputer
Wiosk st coffee shap
by desk at Cal Poly
Wirelzz laptop in LU
Home computer
etc

Examples:
My money in the bank
Access to change student grades

£~ A .l‘\
_" 'i Access to purchaze with P-card
= A : My SS#

L My reputation
_i o= hiy bank accounts and Credit Cards
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Trusting Your Computer

e |s your software up to date?
e Are your anti-virus definitions current?

e Are you running software that’s not-so-
trustworthy?

— P2P?
— “Free” screen savers/toolbars?
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What we did on our summer
vacation...

e Responded to phishing attacks?

e Kept valuables locked up during lunch?
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So...

e \Who do you trust?
 What are you willing to lose?

e Future Topics?
e Questions?

security@calpoly.edu
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