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Overview

Ryan:
— What/why/how of your Cal Poly Password

Dan:
— Changes that will affect all of us

Terr:
— How the ITS Service Desk can help you
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THE CALIFORNIA STATE UNIVERSITY

A
y BAKERSFIELD CHANNEL  ISLAMDS CHICD  »° DOMINOUEZ  MILLS  +  FREENO = FULLERTOMW - HAYWARD +  HUMBOLDT
al:.m:q «  LOS  AMGELES - mmm{s ACADEMY < MONTEREY BAY  + NORTHRIDGE + POMCHA - SACRAMENTO
SAN BERNARDING + SAN DIEGO = SAN FRAMCISCO - BAN JOSE = SaN LUIS OBISRO » SAN MARDOS - SONOMA - STANISLAUE

July 21, 2004

I am writing to inform you that a hard drive from a laptop computer belonging to the California State
University systemwide Office of the University Auditor was either inadvertently discarded or stolen
sometime over the weekend of June 26-27, 2004. This hard drive contained personal information,
including your name and Social Security Number. While there is no indication that your private
information was accessed for the purposes of identity theft, we are sending this notification to you as
required by California Civil Code 1798.29, commonly referred to as SB 1386, Please accept our sincere
apologies. This is a very serious issue for us, and we know that it is a very serious concern for you.

“This hard drive contained personal
Information, including your name and Social
Security Number ...

. This Is a very serious Issue for us, and we
know that it is a very serious concern for you.”
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Sutton’s Law

“...because that's where the money is.”

-‘

-hacking -ID theft
-Spyware -fraud
-Viruses -use of
AWOIMS resources

;‘ RRERC ) Reee|

—
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What we need Is...

...easy access to Cal Poly information and
resources for those who should have it

...extremely difficult for those who shouldn’t
have it

The Cal Poly Password helps meet these
needs for campus services.

Individually, needs are simple.
Together, they pose a challenge.

March 3, 2006
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Balancing The Needs

Unrealistic Extremes:

. eas_iest access = no password
(like no locks on your door)

e strongest protection =
long/random password + token +
retina scan + etc. (like living in a
bank vault)
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Balancing The Needs

 The world is our neighborhood.

» Real solutions require tradeoffs based
on perceived risk: password guessing
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The Balance Today

 One password, many services

e Strict password rules

* No retina scan or fingerprint required!
e Passwords usable indefinitely

Next: Dan and changes to stay balanced.
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A hard to guess password
can still be weak...

(Just because it's
propaganda
doesn’t mean It’s
not true!)

Sink Ships

March 3, 2006
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Changes to Maintain Balance

e Password Expiration
— new password must be set yearly
— plenty of advance notice

* Acknowledge Policies
— those forms you don’t remember signing

e Later: changes to password rules, process
— we hope to make your life a little easier
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If talk of changing passwords gives
you a sinking feeling....

(to further muddy the metaphor)

March 3, 2006 (CC) Photo by Alistair Howard

QNBROMM :nrormation Technology Ser

11




The Service Desk can help

ITS Service Desk
Phone: extension 67000

http://servicedesk.calpoly.edu/

Navigate to
Accounts and Passwords

March 3, 2006 12
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http://servicedesk.calpoly.edu/

Contact

e http://security.calpoly.edu/

e http://servicedesk.calpoly.edu/

Vicki Stover vstover@calpoly.edu
Ryan Matteson rmatteso@calpoly.edu
Dan Malone dmalone@calpoly.edu
Terri Bruns tbruns@-calpoly.edu
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http://security.calpoly.edu/
http://servicedesk.calpoly.edu/
mailto:vstover@calpoly.edu
mailto:rmatteso@calpoly.edu
mailto:dmalone@calpoly.edu
mailto:tbruns@calpoly.edu
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